
Managed service warns of only credible, criti cal and imminent threats   
Cayuga Networks Decisis™ Next-Generati on Web App Att ack Detecti on protects enterprises from 
the huge deluge of att acks hitti  ng today’s web applicati on att ack surfaces. It not only spots indicators 
of att acks that otherwise go unnoti ced in the web request stream, but also intelligently assesses the 
potenti al severity of threats and delivers early warnings of credible threats.

This 100% acti onable intelligence provides huge benefi ts to today’s busy, resource-constrained security 
teams, such as eliminati ng false alarms. The fused machine/human managed service only warns customers 
when it determines that bad actors on the Internet know an app vulnerability exists and are acti vely 
probing or att acking it. Additi onally, when the service does issue an alert, it provides a highly contextual 
report that enables security teams and owners of the app to quickly remediate the vulnerability. 

 Allowing security teams to focus their eff ort where it matt ers most

Essenti ally a layered defense in a box, the Cayuga Networks Decisis threat detecti on engine combines 
multi ple algorithms, machine learning, and acti ve defenses. Its multi ple stati sti cal modules track and 
correlate hundreds of indicators of att acks in real ti me and at web scale, while unique Cayuga Networks 
code fl ow analysis (CFA™) spots hidden att ack code. 

When these automated defenses accumulate enough stati sti cal evidence to suggest a high-risk event, 
the engine elevates it to an Anomaly. The soft ware modules then perform additi onal automated analysis 
routi nes to confi rm that the Anomaly is signifi cant enough to be ‘acti onable.’ In other words, they 
confi rm that a vulnerability exists and the att ack either worked or could have worked had the hacker 
made minor modifi cati ons. 

To further prevent false alarms and provide reporti ng with the rich context required to quickly fi x 
vulnerabiliti es, threat experts at Cayuga Investi gati on Central (CIC) can also perform various forensics 
on the suspicious code. This investi gati on may include replaying it in sandboxed detonati on chambers 
to determine if the malicious code is eff ecti ve or possibly a zero-day att ack.

Machine/Human detecti on catches threats that evade other defenses 

This fused Machine/Human detecti on, which is delivered as a managed service, works bett er than 
either approach applied alone. It not only catches threats that other defenses miss but also delivers 
only alerts that matt er—highly acti onable reports with complete context. As a result, enterprise security 
teams can more quickly—and more cost-eff ecti vely—remediate vulnerabiliti es by applying resources 
to only criti cal, credible and imminent att acks. 
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Finding needles in a rapidly moving haystack

A very fast detecti on engine inspects, analyzes 
and decodes packets at line speed before delivering 
them to the stati sti cal analysis modules. 

Stati sti cs Modules

The detecti on engine employs numerous stati sti cal
analysis modules to correlate interesti ng web events. 
It conti nuously calculates stati sti cs on hundreds of 
types of suspicious indicators to determine 
Anomaly Scores.  

Network Code Flow Analysis

Code detecti on is criti cal because code found 
in HTTP requests is highly indicati ve of an att ack. 
The detecti on engine employs CFA technology to 
inspect inbound network traffi  c and sessions. When 
CFA fi nds an indicati on of hidden att ack code, it 
analyzes the grammar of the suspect string across 
multi ple languages—in parallel across the whole 
packet stream at web speed—to identi fy the likely 
language and verify that the transiti ons are gram-
mati cally allowed in the observed language. Using 
machine learning, it infers if the request stream 
contains valid code in the respecti ve languages unti l it 
can confi dently confi rm or deny that it is valid code.  

Detonati on Chambers Catch Zero Day Att acks

Opti onally, the detecti on engine automati cally 
sends the snippet into a sandboxed detonati on 
chamber that has a clone of the customer’s appli-

REVEALS EVASIONS AT NETWORK 
LAYER & APPLICATION LEVEL BOT BOT DETECTION

!! !!
SUSPICIOUS 

EVENTS

INFERENCE ENGINE AGGREGATES EVENTS OF INTEREST 
AND PRIORITIZES ANOMALIES

!
ALARM REPORTS

STATISTICSSTATISTICS  ENGINE ENGINE

CODE  FLOW ANALYSIS FLOW ANALYSIS

HONEYPOT  REPLAY REPLAY

NEEDLE  SELECTION SELECTION

317 N. Aurora St.
Ithaca, NY 14850  
607.216.9636  
info@cayuganetworks.com  
cayuganetworks.com    

TRAFFIC

ALARMS

ANOMALIES

EVENTS

INDICATORS

PROTOCOLS

Pars ing

Human 
Analys is

Inspect ion
& Analys is

Machine 
Learn ing

Aggregate &
Pr ior i t izat ion 

Conf i rmat ion 

Detonat ion 
Chamber

Automated 
Analys is

cati on stack components. The orchestrator then 
safely replays the code to see what it does and 
whether or not it poses a credible threat. 

Needle and Bot Detecti on

Needle Detecti on enables custom or ad hoc 
inspecti ons and rapid deployment of defenses 
against newly discovered att ack vectors.  

Bot Detecti on off ers an important clue to the 
nature of the web visitor. Techniques employed 
include verifying browser behavior, checking 
cookie support, and examining the headers for 
bot indicators. 

Inference Engine 

Machine learning does the heavy lift ing in deter-
mining which anomalies to prioriti ze. The Inference 
Engine then centralizes the suspicious incidents, 
correlati ng indicators of att ack across detecti on 
modules, and determines which incidents are most 
interesti ng and merit additi onal investi gati on.
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Enterprise Size  Small Medium Large

Speci� cations vDecisis Decisis Decisis XL

Dimensions Virtual 1U 2U

Performance Trial Only 1Gbps 10Gbps

Network Interfaces Virtual 4 x 1Gbps 1 10 Gbps Napatech card

Processors 2 16: 2 CPUs x 8 cores 28: 2 CPUs x 14 cores

Storage Temporary 3 x 1TB disks 14 x 1.2TB + 2 x 300GB disks

Power N/A 2 x 495W
Dual Hotplug Redundant
1+1 1100w


